Holistic IT Resilience Service ﬁlggglﬁllg

DR<4aaS+

Your entire IT Resilience stack In once place.



Fidalia Networks offers a comprehensive Disaster Recovery as a Service (DRaaS)
solution that goes beyond traditional replication and recovery, leveraging our
core strengths as an ISP to deliver a truly holistic approach to disaster readiness.

Our service integrates tailored connectivity, network prioritization, and
advanced disaster mitigation technigues, including DDoS protection and
intrusion detection, to ensure that your business maintains continuity and
resilience in the face of any challenge.

With over 20 years' experience in business networking, Fidalia Networks isn't
just preparing you for recovery; we're reinforcing your entire network against

the unexpected, ensuring seamless operations and security at every layer. ]da[]a
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Mitigation

Planning for disaster doesn't mean waiting for it to hit. Fidalia offers network-
related disaster mitigation and avoidance services including DDoS and
Intrusion Detection so you're continually monitoring your network and
mMinimize your disaster risk.

Simplification

The intuitive design of Fidalia's DR system means business continuity with
minimal staff reorientation, even under emergency circumstances. Your IT
resources aren’t taken up dealing with IP management but are able to
efficiently support workers across your organization.

idalia
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Peace of Mind

Our commitment to your business is our top objective. We offer continuous and
rigorous testing of the entire system to ensure we're playing a key role in
mMinimizing the impact of a DR event.

Seamless Recovery

If disaster strikes, our Veeam DR infrastructure and solution engineering allow
us to meet aggressive Recovery Period Objectives and Recovery Time
Objectives, getting your organization back to business swiftly.

Cost Savings
By leveraging Fidalia Networks's existing Data Center, NOC resources,
Infrastructure and Transport facilities, we're able to save our customers money

and provide ancillary services that augment your DR program. ]da[]a
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Our Most Popular Packages

Features DRaaS DRZaaS DR?aaS+
Replication v v v
Recovery v Vv v
Infrastructure Management v v v
Readiness Testing v v v
Monitoring v v v
Dedicated Connectivity v v v
Transparent LAN Service v v
Hosted Router v v
DDoS Protection v
Intrusion Detection v
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Fidalia Networks' DRaaS solutions are supported by twin private data centers,
each equipped with fail-safe redundant power and cooling systems, along with
resilient upstream connectivity. Our infrastructure is powered by Juniper
hardware, promising reliability and performance, while Veeam's disaster
recovery and backup solutions provide quick data recovery and secure backups,
ensuring business operations continue without interruption.

Our Network Operations Center (NOC) delivers 24/7 support and proactive
monitoring, with an established regimen for maintenance and updates to keep
your DR solutions optimized. Trust in the vigilant, round-the-clock care from our
dedicated professionals to maintain and advance your DRaasS, keeping your

operations smooth and secure. Idaha
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Our testing regimen is exhaustive, involving regular, scheduled checks on every
component of our DR infrastructure. We conduct component-level tests to ensure
Individual system elements perform to specification under stress scenarios. This is
complemented by full system tests, where we simulate various disaster scenarios to
validate the overall effectiveness of the DR setup, confirming that all systems operate
synchronously and that data integrity is maintained throughout the recovery process.

Our testing protocol is meticulously crafted to be as objective and quantifiable as possible.

We measure against strict recovery point objectives (RPOs) and recovery time

objectives (RTOs), ensuring that our services deliver within the tight tolerances our clients

expect. Each test is followed by a comprehensive debrief, providing clients with a clear, . .
data-driven view of performance metrics so they feel assured of their readiness to handle ]da[]a
real-world disaster scenarios. NETWORKS
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Disaster Readiness +
Disaster Recovery +
Connectivity.

DR43aS+
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Differentiating
Features

Our DRaaS solutions are designed
to make your team’s most
stressful days, less of a headache.

With lightning-fast replication of
all of your data, the system is
designed with minimal disruption
to your staff.
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Dedicated 1:1 production-to-target
resource allocation for faster
recovery.

Immutable storage - scalable
options to meet your corporate

policies.

Dedicated L2 or L2.5 connectivity
between environments for
seamless workload replication and
access.




Disaster
Mitigation

Fidalia's DR%aaS+ solution combines Disaster Mitigation
with Disaster Recovery to create a robust, full-spectrum
approach to IT resilience, reducing the likelihood and
Impact of disasters and enabling faster recovery when

. .
Incidents occur. ] Idaha
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At Fidalia, we're firm believers in preparing for the worst. But just having a plan to
recover after an incident is only half of the solution. We believe that best practice
IN DR strategy must incorporate a Disaster Mitigation service into a Disaster

Recovery (DR) plan.

A Disaster Mitigation plan offers several key advantages, which enhance the
overall resilience of an organization's IT infrastructure:

« Proactive Protection: By integrating services like firewalls (FW), DDoS
protection, and intrusion detection systems (IDS), organizations can
proactively detect and respond to threats before they escalate into
disasters.

« Reduced Downtime: Effective disaster mitigation minimizes the risk of
significant downtime. DDoS protection, for example, can deflect or
absorb the impact of an attack, ensuring that critical systems remain
operational.

« Compliance and Trust: Many industries have regulatory requirements
that mandate certain levels of security measures, including proactive
monitoring and threat detection. Meeting these requirements can also
build trust with customers and partners by demonstrating a
commitment to protecting their data.

« Cost Savings: While DR services help recover from disasters, mitigation
services can prevent them, potentially saving on the high costs
associated with data breaches, system outages, and recovery efforts.
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- Data Integrity: Intrusion detection systems can help prevent

unauthorized access, ensuring the integrity and confidentiality of
sensitive data, which is crucial for maintaining business operations and
reputation.

Business Continuity: Integrating disaster mitigation with DR services
provides a comprehensive approach to business continuity, addressing
both the prevention and recovery aspects of disaster management.
Layered Security Strategy: Using a multi-layered security approach
(defense in depth) ensures that even if one security measure fails,
others are in place to protect the network and data.

Faster Recovery: In the event that a disaster cannot be prevented,
mitigation services can help contain the damage, allowing for a faster
and more controlled recovery process.

Orchestration and Automation: Fidalia’'s DR services come equipped
to handle ransomware attacks by coordinating and automating
recovery actions and detecting and identifying data anomalies.
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Fdge

The advantage of the Fidalia DR%aaS solution lies in our
ability to re-think the edge. Traditional DR providers
often overlook the network’s involvement in back-ups,
restorations and user workload traffic. With a holistic

approach to Disaster Recovery, the network becomes a Idalm
key element In ensuring business continuity. J
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Our DRaaSs solution is empowered with transparent connectivity options,
providing a high-speed, low-latency network that seamlessly connects your
primary site with the disaster recovery target infrastructure in our Data Centre.

This robust integration facilitates a streamlined and efficient disaster recovery
Process, ensuring business continuity with minimal downtime.

« Synchronous Replication: Leverage our high bandwidth capabilities
for real-time data synchronization, ensuring your backup site is always
up to date, minimizing data loss, and achieving aggressive Recovery
Point Objectives (RPO).

« Network Uniformity: Extend your LAN environment across multiple
sites without changing IP schemes or network policies thereby
mMaintaining a consistent user experience.

« Rapid Failover: Utilize our ability to rapidly reroute traffic to the
disaster recovery site, significantly reducing Recovery Time Objectives
(RTO) and maintaining operational continuity.

« Bandwidth on Demand: As an ISP, Fidalia Networks scales your
bandwidth based on your specific data replication needs, ensuring

cost-effective use of resources without compromising on performance.
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Layer 2 Connectivity: Maintain VLAN and other Layer 2 configurations to
our Data Centres, avoiding the complexity of Layer 3 routing, and
simplifying network administration.

Reduced Complexity: With no need for complex routing protocols or
equipment, TLS simplifies the disaster recovery setup, allowing for a more
straightforward and reliable DR process.

Operational Transparency: Experience a seamless operational transition
with TLS, where disaster recovery processes become an extension of your
daily operations, not a disruptive event.

Encrypted Transport: Utilizing encryption to safeguard data in flight
between your production and DR environments, ensuring that sensitive
information remains secure from potential threats.
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Protection

Augmentation
Add-Ons
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Remote Work

With remote workers,
communication is key.

The Hosted Router option
enables remote workers to access
the company's infrastructure
effortlessly, regardless of the
circumstances, providing a stable
and uniform experience in both
routine operations and in the

event of a disaster. ﬁc]dalla
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Back-ups

Data recovery requires a diligent
backup strategy.

At Fidalia, we prioritize backup
INntegrity within our disaster
recovery strategy, employing a
robust rotation system to
maintain data versioning,
alongside iImmutable storage to
thwart tampering. This blend of
tactics affords dependable data

restoration, fortifying against ﬁc]da[]a

threats like ransomware. NETWORKS
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Contact
INnformation

For Further Inquiries

dr@fidalia.com
(866) 343-2542

1 Port St East,
Mississauga, ON

°—fidalia
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